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1. release smoke tests

Done when: On the release build, the app opens to a denmb nbde w thout a band, pairs
with a real band, and shows a reading synced in the last mnute.

Risks: store-rejection. Tool class: mobile automation. Usually run by: QA engineer.

2. end-to-end functional tests

Done when: A threshold breach recorded on the band produces a phone notification, and a
band di sconnected for |onger than the set interval shows a 'not connected warning
instead of the last val ue.

Risks: user-harm. Tool class: mobile automation. Usually run by: QA engineer.

3. exploratory testing

Done when: A session |og covers wal king out of range, toggling Bluetooth, force-
quitting the app, |ow band battery and a second phone sendi ng repeated pairing requests
wi thin range, and states what the user saw in each case and whether band alerts kept
wor ki ng.

Risks: user-harm. Tool class: test management. Usually run by: QA engineer.

4. compliance checks

Done when: A signed review lists every health alert and claimin the app and store
listing, and states for each whether it makes the product a nedical device and who
approved it.

Risks: regulatory-penalty. Tool class: test management. Usually run by: product manager.

5. security scanning

Done when: The scan of the app binary and its sync APl shows no open hi gh-severity
finding and no health data stored unencrypted on the phone.

Risks: data-breach. Tool class: SAST scanner. Usually run by: security specialist.

6. penetration testing

Done when: A tester with a second phone in range cannot pair with, read data from or
send commands to a band al ready paired to another account.

Risks: data-breach. Tool class: proxy. Usually run by: security specialist.

7. analytics and event tracking tests

Done when: A network capture during pairing, sync and browsi ng shows no heart rate,
sl eep or cycle data sent to an analytics or advertising endpoint the user did not
aut hori se.

Risks: data-breach. Tool class: proxy. Usually run by: security specialist.

8. resilience and failure testing

Done when: Wth the cloud APl bl ocked, the app still shows readings stored on the band
and phone, and queued data upl oads once when the cloud returns.

Risks: dependency-failure. Tool class: chaos tool. Usually run by: developer.

9. device and browser compatibility

Done when: Pairing, background sync and alerts work on each phone nodel and CS version
in the support list, with battery-saver node both on and off.

Risks: store-rejection. Tool class: device cloud. Usually run by: QA engineer.



